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1. Introduction

Classical computer networks use best-effort maal@hodel which assumes that the main task of
the network is to provide data to the destinatitransported traffic types have been diversifiechwiite
development of computer networks, and several typesent some constraints on the transport
parameters such as minimum bandwidth, delay, dedagtion or data loss. Transport procedures affect
traffic flows, which require traffic characterizati and setting requirements for quality of servite.
allow applications using these types of trafficdommunicate in the network, while respecting the
imposed constraints, the services are defined thghspecific traffic parameters that must be fodaw
and quality of service is implemented (Quality cfr8ce - QoS) to enable compliance with these
parameters.

The thesis is organized into nine chapters. Th& thapter provides an introduction to the
comprehensive field of computer networks qualitysefvice and summarizes the chapters of this work.
The second chapter describes the quality of semi@®mputer networks. The third chapter covers the
field of computer networks performance optimizatidhe fourth chapter deals with the field of congput
networks quality of service frameworks, a fieldtthifines the implementation methods of quality of
services across multiple network equipment. Inldéisé part, the conclusions of this chapter aredetd,
by comparing and highlighting the advantages asdd¥iantages of the described frameworks. It isthote
that each presented framework has its shortcomwigieh is why developing new QoS frameworks is a
necessity. The fifth chapter presents an origipat@ach for implementing quality of service in cartgy
networks. Starting from a new organization of thendwidth, a new framework is designed and
developed with the intended role of ensuring endftd quality of service through admission contral a
self-adaptive bandwidth reconfiguration (SAR). Tliamework overcomes the disadvantages of the
frameworks presented in the previous chapter. Tikth schapter presents a software system for
developing and testing QoS sensitive frameworks tanbnologies. The system is designed for testing
and validating the performance of different QoShtexogies and frameworks and is composed of two
modules, a benchmarking software module and a adftvgystem for developing and testing QoS
sensitive frameworks and technologies. The bendkin@isoftware module evaluates the performances
of computer networks and QoS frameworks by genmegdtiaffic test and then measuring the main QoS
parameters. The software system for the developmEe@oS sensitive frameworks and technologies
allows the evaluation of the functionalities andfpenance of different QoS technologies, using an
experimental methodology. The seventh chapter ptesthe experimental results that validate the
performance of the proposed framework, namely taméwork to ensure end-to-end quality of service

through admission control and self-adaptive bantwrdconfiguration, SAR. The proposed framework
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is compared with the On-Demand QoS Path framewboktest the proposed framework, the software
system for developing and testing QoS sensitivedéwaorks and technologies, described in chapter six,
is used. The eighth chapter highlights the finadatasions of this work, the original elements, @othe
possible further developments. The ninth chaptesemts a list of references used by the author in
preparing the thesis. Finally, as an annex, thearet and teaching activity of the author, in theent
years, is presented.

2. Quality of service in computer networks

Types of traffic in computer networks, their regments and the network transport procedures,
require the definition of the necessary traffic dgpservices and, the implementation of various
technology to ensure the parameters required &setiservices [KUMARO04] [ADARLAT02].

The service represents the performance with witielcustomer receives the traffic and is usually
defined by a contract between a client and a pesviQuality of Service (Quality of Service - QoS)he
network capability to provide better services tog selected traffic over various technologies.

Measuring instruments (benchmarking) [HASSANO4heyate network test traffic and measure
network parameters such as transfer rate (throughgelay or delay variation. Various technigueseha
been developed to measure the delay [HOLLECZEK@JALUNOVO6] or to estimate bandwidth
[PRASADO3].

For providing QoS over IP networks, the network smyerform two tasks [PARKO5]
[SZIGETIO5]. The first task is to differentiate laten types of traffic or service. This task is parfed
at user-network and network-network interfaces andludes marking techniques and packet
classification. The second task is to differentiagtween traffic classes. The task is performedhiey
network, including traffic selection (Traffic Poing), active management of queues (Active Queue
Management - AQM) and packets planning (Packet @dhy) and modeling (Packet Shaping).

3. Performance optimization in computer networks

Performance optimization in computer networks bBasmain objectives hot spots congestion
reduction and improving resource use in computerorks.

Multiprotocol Label Switching [WANGO1] [VISWANATHS] uses a switching architecture and
presents several advantages such as QoS suppfit, éngineering support, support for virtual e

networks (Virtual Private Network - VPN) or multigi@ support.
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Traffic Engineering [WANGO01] [AWDUCHE99] deals wit performance optimization of
operational networks. The main objective is to mdiot spots congestion and to improve network
resource utilization through traffic distributionitihin the network. Other optimization objectives of
traffic engineering include: minimizing network am@stion and packet loss, improving links use,

minimizing the total delay of packets and increggime number of customers using the same equipment.

4. Quality of service frameworks in computer networks

Quality of service frameworks in computer netwok® sets of mechanisms that run over
multiple network equipment with the aim of ensurimgwork services.

Integrated Services [WANGO01] [STALLINGS02] havevd®ped a novel architecture for
resource allocation, which aims to meet the requargs of real-time applications. The basic idea is
reserving resources for each flow. The purposehefihtegrated Services is based on maintaining IP
datagram network model, while reserving resouroesefal time applications.

The Integrated Services architecture uses a setnexdhanisms and protocols for explicit
reservation of resources in the Internet. Befaaadmitting packets, applications reserve resowatmes)
the route.

Integrated services have standardized two seramgels: guaranteed service and controlled load
service. In addition to these two services theral$® a best-effort service which does not guaeante
guality of service.

For the Integrated Services, the RSVP protocolsflee Reservation Setup Protocol)
[ZHANG93] was developed by the IETF as a resouesenvation setup protocol for the Internet.

Differentiated Services architecture is a simpthigecture that provides several levels of setvice
If in the Integrated Services architecture resau@e allocated to the individual flows, Differextéd
Services model [PETERSONO7] divides traffic interaall number of classes and allocates resources
based on these classes.

In the Differentiated Services approach [WANGOTRARLSON98] traffic is divided into a few
groups called forwarding classes. Forwarding clafsthe packet is coded in a field of the IP packet
header. Each forwarding class represents a predefiorwarding treatment in terms of discarding
priority and bandwidth allocation. Individual classrepresent aggregated traffic.

In the Differentiated Services network, networkdsy nodes (boundary nodes or edge nodes) and
the nodes within the network (internal nodes orecamodes) have different responsibilities. Edge sode
have two functions: packet classification and tecafonditioning. Core nodes forward packets based o

the forwarding classes from the packet header.
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Forwarding treatment is described by the termhmgrbehaviofPer-Hop Behavior PHB). Each
PHB is represented by a 6-bit value callitferentiated Services CodepoifRSCP). All packages with
the same DSCP are referredaggregate behavioand receive the same forwarding treatment.

On-Demand QoS Path (ODP) [YANGO5] provide end+td-Qo0S guarantees to individual flows
with less overhead than Integrated Services andtaiaing the scalability level comparable to thathe
Differentiated Services. ODP exercises per-flow sdian control and end-to-end bandwidth reservation
at network borders. Inside the network ODP difféisgas traffic classes as in the case of Diffesgat
Services.

ODP defines two types of routers: border routelgéerouter) and interior router (core router).
Edge routers make the decision of admission octieje for each input flow, map the traffic flows to
their corresponding classes and forward packetsnbelg to the admitted flows in the network. Core
routers recognize classes of traffic and provideise differentiation based on those classes.

Bandwidth is organized hierarchically. Each phgkitne is statically divided into several
Provisioned Links (PLs). Each PL is reserved fdraffic class, having a one to one mapping between
supported traffic classes by the physical link &hk. Each PL is divided into several trunks, eaank
being dedicated to an edge router. A trunk belapgma PL supports traffic flows belonging to the
corresponding PL's traffic class, coming from tesigned edge router, to any destination. An edgtero
monitors the available bandwidth for each trunkigaesd to the router and performs local admission
control without hop-by-hop network signaling. A Wial IP Path (VIP) is a path from a source edge
router to a destination edge router for a particclass of traffic, and represents a concatenatidrunks
belonging to the source edge router, over a sodesénation path. Bandwidth is assigned statically
PL'’s based on long-term traffic prediction. The thardth assigned for the trunks belonging to theesam
PL is dynamically adjusted according to short-tetranges in traffic.

The presented frameworks use different approathgsovide services in computer networks,
each framework showing advantages, but also drawgbaDifferentiated Services have several
advantages such as scalability and efficiency afiiédth use, but presents a major disadvantagieeis
not guarantee bandwidth and delay limits for indiil flows. Integrated Services guarantee bandwidth
and delay limits for individual flows and use bandi efficiently, but present scalability problen@n-
Demand QoS Path guarantees bandwidth and delay lianiindividual flows and have the advantage of

scalability, but bandwidth is used inefficiently.
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5. End-to-end quality of service framework through admssion control and self-

adaptive bandwidth reconfiguration

In order to eliminate the disadvantages mentioaleove, it was developed, implemented and
proposed a new framework for ensuring end-to-eraitywof service through admission control and self
adaptive bandwidth reconfiguration (Admission Coh8elf-Adaptive Bandwidth Reconfiguration QoS
framework - SAR), which allows for bandwidth redistition between classes [PECULEAOQ9].

In this approach, the physical line is dividedoinivo main sections, one part being the
Guaranteed Line (LG) that guarantees a minimum Wwathd (where applicable) for the traffic classes,
and a common part called Common Line (LC), which ba used by any traffic class. Having two
separate sections, the framework guarantees a ommibandwidth for any trunk and provides a common
bandwidth that can be used by all trunks, regasdiéshe traffic class to which they belong. THiswas
for a better use of bandwidth and reduces the nuoflrejected flows.

The proposed framework serves the user networllsdafines two types of routers, edge and
core, and common bandwidth control entities. Edg#ers, connected to the networks served by the
framework, determine the bandwidth requirementdach input flow, make the admission or rejection
decision for each input flow, reconfigure dynamligcahe bandwidth assigned for the trunks, map flows
to the appropriate traffic classes and transmitvagt packets belonging to the admitted flows. Core
routers, connected to edge or core routers, rezegmaffic classes and provide class based service
differentiation. Common bandwidth control entitiesonitor and update the common bandwidth
utilization and accept or reject trunks’ requestddditional bandwidth, received from the edge et

The bandwidth is hierarchically organized. Eaclydtal Line is divided in two sections. A first
section guarantees the minimum bandwidth, which lmaralso 0, for each class and each trunk. The
second section, LC, offers a common bandwidth wltiah be used by every trunk function of their
bandwidth requirements, irrespective to their bging traffic class or edge router. So, trunks czguae
additional bandwidth without being conditioned I tavailable bandwidth of the belonging class.tFirs
section is statically divided in several Guarant€#aks Links (LGCs). Each LGC is reserved to ditraf
class, existing a one to one mapping between #féctrclasses supported by the Physical Line and
LGCs. Each LGC is divided several trunks, eachkrbeing dedicated to an edge router. A trunk
belonging to a LGC supports the flows belongindgh® traffic class that corresponds to the consdlere
LGC, originating from the edge router to which thenk is assigned, irrespective to their destimatin
edge router keeps track of available bandwidtht®fassigned trunks and performs admission control
locally, without hop-by-hop signaling through netkoThe bandwidth assigned to trunks has a minimum

guaranteed value and, by using LC, is dynamicaljysied function of the network traffic modificati.
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Function of the entities for common bandwidth cohtthere are three possible approaches: Central
Control, Router-Aided and Edge-to-Edge.

The architecture of the framework is composedwvaf éntities:edge routerandentity for common
bandwidth contral The edge router determines the necessary bardfadteach input flow, takes the
admission or rejection decision for each input floeserves the necessary bandwidth for each adimnitte
flow, dynamically reconfigures the bandwidth assigro trunks and classifies the packets belonging t
the admitted flows. The entity for common bandwidtimtrol monitors and updates common bandwidths
utilization and accepts or rejects the additioraaldwidth requests for trunks, received from edgeens.

The communication between the two entities is zedlithrough a predefined message set. The edge
router is composed of two plandecal resources monitoring planand flow management and local
resources control planerhe entity for common bandwidth control is comgub®f two planescommon

resources monitoring plarendcommon resources control plane

6. Software system for developing and testing of Qo&ssitive frameworks and

technologies

In order to test and validate the functionaliteesl performances of the proposed QoS sensitive
technologies and frameworks, a software systenddégeloping and testing of QoS sensitive frameworks
and technologies was designed and implementedsy$tem consists of two modules, a benchmarking
software module and a software system for the deweént of QoS sensitive frameworks and
technologies.

The benchmarking system is a software module ts@gnerate traffic test and to measure key
QoS parameters: delay, delay variation of IP pacidét Packet Delay Variations - IPDV) and bandwidth
[PECULEAO7b] [IANCUOQ7]. The developed system isiatibuted application based on a client/server
architecture, consisting of the following entitieQoS Benchmarking Manager (QBM), QoS
Benchmarking Agents (QBAs) and QoS Benchmarkingdem (QBP).

In order to develop and test different QoS techbgiels and frameworks, it was proposed,
designed and implemented a software system ford#welopment of QoS sensitive frameworks and
technologies [PECULEAO7a], which allows for theesssment of the performance and functionalities of
different QoS technologies using an experimentathodology. The use of a physical test network,
includes the adopted approach under experimentdéhadelogies, methodologies that have proven
accuracy close to that of real cases [HUGHESO3g 3ystem developed allows the conversion of a
computer into a software router, thus to achievagd, modular and extensive test configurationilevh

giving its users a reconfigurable set of traffiatisitics.
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The developed application implements two typesoaters, edge and core. Edge routers identify
traffic flows, mark the packets with their correadng type of service and place them in the foniveyd
gueues, accordingly to the QoS technology testemte Couters have the responsibility to recognize
traffic classes and to provide class-based sediféarentiation.

The development tool for QoS sensitive framewaRd technologies consists of the following
modules: a network interface module, a routing i@ppbn, a user interface module and an inter-mgute
communication protocol.

In order to implement the ODP and SAR framewotks) software components have been
developed in the routing module. An important featof the two components is the ability to save
information regarding the flows in the network atiee control messages exchanged between edge
routers. This feature allows the generation of sdvstatistics based on stored information, siatist
useful in auditing the behavior of the frameworks.

Also, an application for interpreting and displayithe saved statistics was developed. This
allows viewing, in digital format, the types of nsages received or sent, the number of messagesiof e
type received or sent and the total number of ngesséor each edge router. The generated statistics
permit to determine both the performance of theiasion control method and the degree of network

load due to specific control messages of the fraonkew

7. Experimental results

For comparative testing of ODP framework and SABRmework, the software system for
developing and testing of QoS sensitive framewaksd technologies was used. The test network
consisted of three edge routers and three sertearies.

Traffic classes and traffic patterns were defisgdilarly in both frameworks tested. Four classes
of traffic were considered. Two test traffic patterwere defined. In the first traffic pattern floase
injected from classes 2 and 3 and in the caseeo$¢lsond traffic pattern flows are injected fromssl 2.
For both traffic patterns a balanced distributibtraffic from and to the served networks is endure

The tests were intended as a performance compabistveen ODP and SAR frameworks. For
this purpose the number of admitted flows in théwoek was taken into consideration, in order to
determine the usage efficiency of network resourééso, the number of control messages exchanged
was monitored, for determining the degree of ovadhadded to the network, which influences the
scalability of the frameworks. There have been different tests. The first test injected into treswmork
the traffic defined by the first traffic patterndathe second test injected into the network thé#idra

defined by the second traffic pattern.
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Analyzing the results of tests it is shown tha¢ thumber of flows admitted by the SAR
framework is greater than the number of flows atkdity the ODP framework, which demonstrates a
more efficient usage of network resources by th& Sramework. Also, by analyzing test results, it is
shown that the number of control messages traresinitty the two frameworks is equal, which
demonstrates that the more efficient usage of mitwesources for SAR framework does not imply a
higher load with control messages and emphasizesse¢hlability of the proposed SAR framework.
Reading the tests results it was found that thems wo data packet lose, which confirms that the

admission control technique eliminates the netvoarkgestion.

8. Final conclusions and possible further developments

The frameworks for implementing quality of service computer networks are sets of
mechanisms that run over multiple network equipméatensure services. The paper presents in detalil
three existing frameworks: Integrated Servicesfdbéintiated Services and On-Demand QoS Path. Each
framework uses a different approach and has cedmwbacks. Thus, the main disadvantage of the
Differentiated Services framework is that it doe$ guarantee bandwidth and delay limits for indixatl
flows, Integrated Services framework presents asrmroblems of scalability and On-Demand QoS Path
framework has as main drawback the inefficient badth utilization. In addition, the On-Demand QoS
Path framework does not specify a mechanism foerdening the bandwidth required for each input
flow or for the management of rejected flows.

To eliminate the above mentioned drawbackshew organization of the bandwidth was
elaborated and proposed.The physical line is divided into two main sec8pGuaranteed Line (LG),
which guarantees a minimum bandwidth for traffiassles, and Common Line (LC), which can be used
by any traffic class. In this way, a minimum bandthi for any trunk is guaranteed and a common
bandwidth is provided that can be used by all tsuym&gardless of the traffic class to which thelphg.

The proposed bandwidth organizati@ifows for a more efficient utilization of the network resources
and a greater number of admitted flows.

To take advantage of the proposed bandwidth czgdon, a newramework for ensuring end-
to-end quality of service through admission controland self-adaptive bandwidth reconfiguration
was proposed, developed and implemented (AdmissioControl Self-Adaptive Bandwidth
Reconfiguration QoS framework - SAR). This framework allows for redistribution of thenruavidth
between classes. The ODP framework was used astahlteng point for the development of the SAR
framework. The new framework, SAR, uses the proposed bandwidth organizatialiowing the

increase of the traffic volume it handles, guaranteing end-to-end quality of servicghrough network



Contributions to the Development of QoS (Quality ofServices) in Computer Networks

resources monitoring, admission control and resueservation for new flows. The architecture @& th
framework is composed of two entities, the edgdemand the entity for common bandwidth control,
which allows for three practical configuration apgches: Central Control, Router-Aided and Edge-to-
Edge. The three approaches, similar to ODP framéw@pproaches, allow for choosing the optimal
configuration according to the characteristics atrenetwork. In addition to the ODP framewd84AR

has the advantage of a more efficient utilizationfonetwork resources and includes a mechanism for
determining the bandwidth required for each type ofinput flow, based on the network policy in
which SAR is implemented.Also, in order eliminate the additional processaigthe framework’s
entities and the additional loading of the netwwaikh control messages, SAR integrates a mechanism
that identifies the packets belonging to rejectesv$ and removes them without additional admission
control. This mechanism is implemented without ifogcthe applications that use network services to
include a communication protocol with the framewdrhis will keep the heterogeneous characteridtic o
computer networks and allows any application toetaldvantage of the network services and the
proposed framework.

Another contribution is thdevelopment, design and implementation of a softwarsystem for
developing and testing of QoS sensitive frameworkand technologies.This system consists of two
modules, a benchmarking software module and a aoftwystem for the development of QoS sensitive
frameworks and technologies. The main advantagki®tystem is that allows testing and validation
of the functionalities and performances of QoS tecivlogies and frameworks, in a complex
environment, with accuracy close to that of real cges,using a physical test network.

The developed benchmarking system brings manyfibeng first advantage is the possibility to
define and store complex traffic patterns that barreloaded for making further measurements, to tes
various QoS techniques based on the same traficacteristics. Another advantage is the accuracy of
measurements and the possibility to control thistedter the deployment of the QBA agents, frora on
station without having to restart on each testa@tahe benchmarking application.

The software system for the development of QoSigea frameworks and technologies, through
its modular software solution, allows for adaptithg developed system to run various end-to-end QoS
frameworks, just by changing or modification of sowomponents. Also, the systems allows to save
traffic statistics, such as number of flows adndittejected, or the number and type of control ngssa
used by the evaluated frameworks, and viewing esehstatistics in digital format. Thus, the system
allows in-depth analysis of the frameworks’ behavio

For the comparative testing of ODP and SAR framewd&s the software system for
developing and testing of QoS sensitive frameworksnd technologies was used. For this purpose,
the appropriate components for SAR and ODP framewdts were designed and implemented and a
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test network composed of three edge routers and tee served networks was configuredTraffic

classes and traffic patterns were defined similerlgoth frameworks tested. After testing and analy

the results it was found that thember of flows admitted for SAR framework is highe than in the

case of ODP framework, which demonstrates a more fefient utilization of network resources.

Also, theequal number of control messages transmitted by thevo frameworks shows that SAR is a

scalable framework. Finally, tests confirmed thatdmission control has eliminated network

congestion.

Original contributions made by the author in the development of qualityenvices in computer

networks are:

1.

Elaboration and proposal of a new method of orgdiim and dynamical allocation of
bandwidth, which enables, according to changes datwark traffic, dynamic adjustment of
bandwidth assigned to trunks.

The development, implementation and proposal olew framework for ensuring end-to-end
quality of service through admission control andf-adaptive bandwidth reconfiguration
(Admission Control Self-Adaptive Bandwidth Reconifigtion QoS framework - SAR), which,
using the proposed bandwidth organization, alloarsrédistribution of the bandwidth between
classes and presents the following advantagesiceeguarantee, efficient utilization of network
resources, scalability and determination of theeasary bandwidth for each type of input flow
based on the network policy were the frameworkejslayed.

The development, design and implementation of aveoé system for developing and testing of
QoS sensitive frameworks and technologies, systatnhas the following advantages: allows for
testing and validation of the functionalities anerfprmances of QoS technologies and
frameworks with accuracy close to that of real sdsg using physical test networks, offers the
possibility to define and store complex traffic teats that can be reloaded for further
measurements with the purpose of testing diffef@of techniques based on the same traffic
characteristics, allows adapting the developedesygb run various end-to-end QoS frameworks
just by changing or modification of some compongetsables complex analysis by processing

specific data of traffic flows or control messagsed by the evaluated frameworks.

These original contributions have been validatadi laghlighted by:
An application for obtaining a national patent iforention
An article submitted for publication in an I1SI-indl journal

Four papers published in journals indexed in irdBomal databases
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« Seven articles published in international confeesnodexed in international databases
« Two papers published in un-indexed internationalfeences

« An award in an international conference indexeihiernational databases

Research in this area could be pursued througfoliogving possible lines of development:

1. The development and implementation of mechanismb&mdwidth reconfiguration based on
traffic characteristics prediction in order to reduhe network load by control messages;

2. The development and implementation of a commurangtrotocol between the edge routers for
distribution of information on traffic policies cbgured on the network;

3. The development of the implementations to be coiblgatvith other routed protocols (IPv6);

4. Defining and implementing a communication interfaeéween the framework and the dynamic

routing protocols.
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