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1. Introduction

Coding theory is a very important, relative new chapter in applied mathematics, and has
significant theoretical and technological results, for example data transmission, compression,
information security and cryptography. This thesis proposes as main goal obtaining new methods
for increasing security and correctness of distributed systems. To achieve the proposed goal the
thesis analyses four main aspects: error correcting codes, data security, electronic payment systems
and fault tolerance in on-line and off-line electronic payment systems.

In the last years the reasesarches in this domain were focused on the following main
directions: projecting and analyzing new cryptographical methods and ciphers, new hash functions,
autenthication algorithms, public key cryptosystems based on elliptic curves, mobile communication
security, smart cards, quantic cryptosystems, cryptosystems based on error correcting codes,
electronic payment systems.

The main contributions in the first chapter were: presentation of the importance of the
domain, classification of the existing codes, general model of the cryptography and its main goals,
possible attacks in cryptosystems, and indication of the main research directions in coding theory.

2. Ensuring data correctness and data security using
error correcting codes

In this chapter I analyse the mathemathic background used in coding theory, and the
possibility of error correction in data transmission or data storage. After the definition of linear
codes, Hamming distance, Hamming weight, information encoding, I defined three main decoding
strategies: Complete Hard-Decision Decoding, t-Bounded Distance Decoding and Bounded Hard-
Decision Decoding.

The most important and the most efficient codes are the cyclic codes. This class of codes
allows an elegant mathemathical representation, are very performant and from this reason very often
used in practice. After the mathematical background (polynomial and matrix representation), I used
the Discrete Fourier Transform (DFT) and the linear complexity of sequences in analysis of this
kind of error correcting codes.

Based on Blahut’s theorem, we can compute the Hamming weight of a codeword (b") as the
linear complexity of the sequence (B")” having the first period (B"): wy[(b")]=A((B")*). So, the
minimal distance dy;, of the code is equal to minimal linear complexity of all the sequences (B")”,
who have the first period (B") a non-zero vector vector of length n, containing a defined zero-
pattern.

Definition 17. The linear complexity A(a") or A(a”) of a finite or semi-infinite sequence (a")

or (a”) is the smallest positive integer L for which there are coefficients ¢y, ¢y, ..., cLin F so that the
following linear recursivity exists:
ajtcjai +tcapt...tcap =0 foreveryL<i<norL<i<oo. (33)

Lema 2. Rank lema for semi-infinite periodically sequences. The linear complexity of a
periodically, semi-infinite sequence (a")” is equal with the rank of the circulant matrix M(a"):
L= A((a")”) = rank [M(a")] (36)
This lema can be seen as a special case of the lema for finite sequence, but the symbols A are
substituted with the first symbol from the next period. We obtained the following equations:
rank[M(A")] = wul[(a")], rank[M(a")] = wi[(A")]; (37)
A((A")”) = rank [M(A")], A((2")") = rank [M(a")]; (38)
A((A")%) = wa[(@")], and A((@")%) = wul(A")]. (39)
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So different cyclic codes and their minimal Hamming distance can be evaluated with the aid
of two methods: rank computing or using recursivity, computing the minimal linear complexity of
sequences containing a given zero-pattern (the Fourier transform of the codewords).

Schaub proposed an algorithm to compute the rank of the matrix M(A"), and he searches
linear independent rows. In this goal he forms a set S of linear independent rows, having the initial
value S={r¢}, first row from M(A"), and he inserts in this set each new, linear independent row
found in M(A").

I proposed a new, efficient rank computing algorithm, based on “bordering”. Each time, if
the algorithm founds a sub-matrix of dimension k, having the determinant different from zero, it
constructs all the k+1 dimensionally matrixes, using the rows and the columns of the initial, n
dimension matrix (“bordering”). If there are at least one matrix of dimension k+1, having the
determinant different from zero, then the algorithm repeats this “bordering” procedure for k+2, until
we reach n, or all the matrixes have determinant zero. If all the k+1 dimension matrixes have
determinant 0, that means, that the rank of the initial matrix is k. This algorithm is usefull in
developing and analysis of cyclic codes used in construction of error correcting codes based
cryprosystem.

In the following I indicated the possibility of systematically encoding using the polynomial
representation of the cyclic codes: encoding with the aid of generator polynomial or the parity check
polynomial. This kind of codifications can be implemented easily with shift registers.
Systematically encoding using generator polynomial:

If g(x) = go + giX + ... + g1 x™™ " + x"* is the generator polynomial for the cyclic code [n,

k]g, then for the information word u = (uy, ..., ux.1) <> u(x) the corresponding parity check word will
be  P=(po, . Prit) ¢ D)= Relx" 0], (40)
and the corresponding code word will be:

8= (D0, -+-» Prkels Uos -5 U1 <> A(X) = p(x) + X" u(x). (41)

Systematically encoding using parity check polynomial:
Let h(x) =hg + hyx + ... + e, x*" + x* be the parity check polynomial for the cyclic code [n,

k]q, and the information word a = (ay, ..., an.k-1, @nk, ..., an-1), Where position (0, ..., n-k-1) are used
for parity checking, and positions (n-k, ..., n-1) are informational positions. For the parity check
k-1
positions we have:  a,= — Zhiam_Hk =f(am+1, -+ -, Amik)- (43)
i=0

The decodification has 3 phases, and uses the syndrome of the received word:
1. Syndrome computing : s(x) = Rew[y(X)].
2. Finding the error vector e(x) (error pattern) corresponding the syndrome s(x).
3. Error correction: a(x) = y(x) — s(x).

Definition 19. For a given p and m and for a given minimal distance d = dpnin, @ Reed-Solomon code

can be definedas:  (n, k, dmin)g =" -1, p" —d, d)q. (45)
If (agp, ..., ap1) = a(x) are the codewords in time domain, then the representations of these
codewords in frequency domain are (Ao, ..., An.1) = A(X), and these codewords contain onn—k =d

— 1 successive positions 0. These positions are the parity check positions in frequency domain. So,
the code has following form:

C={ax)|A®KX) =R [x"""'B(x)] pentru grad B(x) <n - d}. (46)
For decodification, if the syndrome is different from 0, we must locate the eronated positions and
these errors must be eliminated. For this, we must resolve the key equation system, with T equations
and T unknown terms.

There is a special class of cryptosystem, who use error correcting codes in cryptographically
goals. In this kind of systems security is achieved by insertion of random correctable error patterns
in encoded information (codewords). So, a cryptosystem with locally randomness is obtained.
Example for cryptosystems based on error correcting codes: McEliece, Niederreiter, Stern, Li-
Wang, Rao-Nam.
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The McEliece cryptosystem is used as starting point in this thesis, in construction of
electronic payment system. In the McEliece public key cryptosystem the privat key contains random
generated matrixes, and the public key is the set Z of correctable error patterns (Z = { z eGF(q)" |

wh (2) = [? J }), and the encryption matrix.

Definition 22. 1f C is an [n, k, d] linear code, G the generator matrix, S a random generated
non-singular matrix and P a permutation matrix, then the McEliece encryption matrix can be
defined as: E=S G P. (93)

Encryption. The x information words will be encoded as follows: y = XE + z, where z is a
randomly choosed error pattern from Z.

Decryption. yPT = xSG + ;PT, where ;PT € Z. Then xS can be computed with the secret
decription of C, known the generator matrix. The plaintext will be (xS)S™. (95)

Key. Public key: Z and E. Privat key: S, P, and G.

In this chapter I analised some performant error correcting codes from the point of view of
efficiency, mathematical representation and code distance. We saw an analysis based on Discrete
Fourier Transform and liear complexity of sequences. I proposed a performant rank computing
algorithm, which can be used in obtaining the minimal code distance for a cyclic code. We saw
systematically encoding methods (using the generator or the parity check polynomial ) and
decodification using syndrome calculations. An important class of cyclic codes are the Reed-
Solomon codes. After mathematical background we saw the codification and decodification in time
or frequency domain. At the end of this chapter we have studied cryptosystems based on error
correcting codes, and the most important was the McEliece cryptosystem. We so the advantages and
disadvantages of these systems. The McEliece scheme will be used later in construction of an
electronic payment system because it behaves well even in the presence of intensive noises.

Main own contributions in this chapter:

1. Code analysis in time and frequency domain using DFT.

2. A new, rank computing algorithm used in the computing of minimal code distance.

3. Step by step formulation of analysis and synthesis of Reed-Solomon codes used later in
construction of the proposed electronic payment system.

4. Replacement of Goppa codes in the McEliece system with Reed-Solomon codes to obtain a
newer, most performant and systematically designed cryptosystem.

3. Distributed computing systems for electronic
payment

A very important application in distributed systems is e-commerce and e-business. The most
difficult problems in this kind of systems are security, confidentiality and efficiency.

Definition 29. An Electronic Payment System (EPS) is build by a set of parties and a set of
interactions between them, having the main goal value interchange using electronic money as
payment instrument. The participating entities (roles) are: payers (clients), sellers (electronic shops),
and money emission and acquisition entities (banks). The main interactions are: withdrawal of
electronic money, payment, deposit, clearing.
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Step 5:
Money transfer

Clearing Bank Clearing

Issuer Acquirer

Payment for )
electronicmoney | !

Withdrawal
Generation of
electronic coins | !
using blindness i !

I

Money transfer
acknowledge

Deposit

Electronic payment

Virtual
shop

Step 2:
Order the products

General model for an off-line and for an on-line electronic payment system

To obtain a more secure and more reliable system, I proposed the combining of traditional protocols
with error correcting codes. In this idea, I used the modified McEliece signature to encrypt each
message between the parties. The immunity against noises is ensured by the Reed-Solomon codes
used in McEliece scheme. If the intentionally inserted error patterns have a Hamming weight o less
then the correction capacity I_%J of the code, then the system can correct yet accidentally inserted

error having weight less then or equal to \_%J - .

In this chapter after the definition and general model of EPS, describing main parties and
interactions between them, I analised the main advantages and disadvantages of this kind of
systems. The main disadvantage of the traditional EPS is that they do not have fault tolerance at all.
To prevent this, I proposed an enhancement of each protocol, combining traditional EPS with error
correcting codes. That’s way I defined a new encryption scheme, named “modified McEliece
signature”, based on Reed-Solomon codes. The first example of use is a new identification
protocol, proposed by me, and it is based on modified McEliece signature.

Own contributions in this chapter:

1. Step by step specification for an off-line and on-line Electronic Payment System (EPS).
Definition of a new kind of encryption-decryption scheme, named “modified McEliece
signature”, and based on Reed-Solomon codes.

3. Modification and enhancement of the known identification protocols with the aid of the
new McEliece signature, obtaining fault tolerant, error correcting protocols.

4. 1 proposed a new mutual identification scheme based on the three step identification
protocol and on the McEliece signature.

4. Solutions proposed for increasing the performance of
electronic payment systems

In off-line EPS there are two contradictory interests: confidentiality (untraceability) vs.
security. Both of them must be satisfied, the EPS to be accepted from users and organizations. This
is the reason, that electronic coins are generated by clients in a format unknown by the bank, but
they are signed by the bank in order to get a given value. The value of the coin depends on the secret
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key used by the bank for signature. To ensure degradation integrity, electronic coins must contain
encoded the unique identifier of the client, who generates and use the coin. The most efficient form
of the electronic coin is the three-part form:

Coin = {§: secret_key, P: public_key, op(P): certified public_key} (157)
So, the withdrawal protocol must contain at least two elements: blinding (untraceability) and
verifying the inclusion of client’s ID in the coin. In thesis the following protocols are studied and
enhanced:

e Withdrawal in the presence of a Trusted Third Party

e Withdrawal with the aid of a smart card

e Cut and choose for single term coin

e Cut and choose for multi term coin

e Withdrawal using restrictive blindness

Each protocol is enhanced by error correcting codes, using the modified McEliece signature,
so, all the protocols are a fault tolerant behaviour. To evaluate the security of these protocols, I
made a probability computation. The probability, that an intruder can break the cut and choose
protocol for multi-term coins, is:

- (E .

2 j _C” ke(k—1)-+(k—L/2+1)

P(L, k, L2) = - -
( ) L—(E—lj Cl?  L-(L-1)---(L/2+1)

1
- (197)

'k_
L—

==

In case of a succesfully attack, the bank can afterwards compute the secret ID of the client,
known that S contains on the last positions this ID, using the following equation,:
S = (c-¢1) (r1-12) mod q. (317)
and ©=(r;+c;S) mod q. (318)
In the last part of this chapter I described the proposed, fault tolerant version of the payment
and deposit protocol for electronic coins represented in three part form.
Own contributions in this chapter are:

1. Enhancements for increasing security and for obtaining fault tolerance for withdrawal
protocols, payment and deposit protocol, using modified McEliece signature. The modified
and proposed protocols are:

e Fault tolerant withdrawal protocol in presence of a TTP

e Fault tolerant withdrawal protocol using a smart card

e Fault tolerant cut and choose protocol for single term coins
e Fault tolerant cut and choose protocol for multi term coins
e Fault tolerant withdrawal using restrictive blindness

e Fault tolerant divided key withdrawal protocol

e Fault tolerant payment

e Deposit protocol

2. Computation of the breaking probability for the cut and choose protocol, using single term,
or multi term coins.

3. Analysis of the necessary verifications in the deposit protocol for single term or multi term
coins, respectively for divided keys, and computation of client‘s ID for unhonest users (in
case of two or more spending the coin).
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S. Arhitecture and implementation of a new, secure and
fault-tolerant, off-line electronic payment system

In this chapter I describe the implementation of a fault tolerant off-line electronic payment
system, based on one-spendable electronic coins. The goal of this system was the testing of the
protocols proposed in previous chapters from the point of view of performance and fault tolerance.
Combining classical EPS with error correcting codes will create a new, fault tolerant EPS with
increased security.

The parties present in system are: client (payer), seller (electronic shop), electronic bank.
Each protocol was implemented in two versions: the original form (without fault tolerance) and the
proposed, fault tolerant version. Electronic coins are represented in three part form: (privat key,
public_key, certified public key). All the coins are one-spendable, transactions are untraceable, but
the system ensure the degradation integrity, so, coins spent more than once, allows computing the
secret ID of the unhonest user.

The first step in implementation was the creation of a mathematical library for very large
numbers, so that all the functions and arithmetical operations took place in the arithmetic of finit
fields. The next step was the implementation of the proposed cryptosystem: modified McEliece
cryptosystem, based on Reed-Solomon codes. The last step was the implementation of main parties:
clients (having electronic wallets with observers), virtual shops (web pages, shopping server) and
electronic banks (bank server, clearing, verifications, data bases). Between each entities there are
different interactions (the protocols presented in previous chapters), and these protocols were
implemented in basic form and in enhanced, proposed, fault tolerant form.

Own contributions:

1. Proposal and implementation of a new, fault tolerant, off-line EPS, based on error
correcting code, and having payment instruments one-spendable electronic coins.

2. Choose and implementation of protocols used between parties in basic form, and in
proposed, fault tolerant form: mutual identifications, withdrawal in different versions,
payment protocol, deposit and clearing.

3. Creation of a mathematical function library for very larg numbers, in the arithmetic of
finite fields.

4. Implementation of the modified McEliece cryptosystem, based on Reed-Solomon codes.

6. Experimental results for the off-line system

In this chapter I present the main experimental results, obtained with the aid of the
implemented off-line EPS. The protocols were compared in basic and in fault tolerant form, and all
the algorithms were executed on 6 different platforms (high-end and low-end processors). The
tested protocols were:

e encryption-decryption McEliece,
¢ identifications: Schnorr and the own, proposed protocol
e withdrawal
o using a smart card
o cut and choose for single-term coins
o cut and choose for multi-term coins
o restrictive blindness
e payment protocol
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For example, in the following two figures we can see the experimental results for modified
McEliece cryptosystem, in function of processor type and message length.

Timpi de executie in functie de tipul procesorului si lungimea mesaj ului
Criptare Reed-Solomon

@ P4, 1800MHz
mAMD, 1300MHz
OAMD, 900MHz
OP3, 550MHz
mP2, 300 MHz
mP1, 166MHz

Timp de executie [s]

P1, 166MHz

P3, 550MHz
P2, 300 MHz

Tip procesor

AMD, 1300MHz
AMD, 900MHz

Lungime mesaj [octeti]

Encryption McEliece

Timpi de executie in functie de tipul procesorului si lungimea mesajului
Decriptare Reed-Solomon

OP4, 1800MHz
B AMD, 1300MHz
OAMD, 900MHz
OP3, 550MHz
EP2, 300 MHz
OP1, 166MHz

Timp de executie [s]

Tip procesor

Lungime mesaj [octeti]

Decryption McEliece

The main conlusions are :

1. McEliece encoding needs a shorter time as decoding, because decoding is a more complex
process.

2. The proposed identification algorithm is faster as Schnorr, because it uses matrix algebra
against expansive exponential computing.

3. The proposed, modified forms of the protocols are a little bit slower as the basic forms,
because there is an additional security level inserted, but this kind of modification give us an
increased security and error correction capability. That’s way, these protocols can be used
very well in wireless applications, even in the presence of intensive noises.

4. The fastest withdrawal protocol is the withdrawal using a smart card, and the fastest
withdrawal protocol without a tamper resistant hardware is the restrictive blindness.

5. Fault tolerance in case of coin loosing or conection interrupt cannot be obtained only with
the aid of error correcting codes. In this case we must apply advanced fault tolerant
techniques (logging, restore points, etc.), as we will see in the next chapter.

Own contributions:
1. Test and comparison of the protocols studied in chapter 3. and 4. using the implementation
described in chapter 5.
2. The tests were made on 6 different platforms, and the protocols were implemented in basic
and in fault tolerant form.
Based on experimental result, we saw the advantages and disadvantages of each algorithm.
4. Possibility of optimization by computations executed before transactions.

(98]
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7. A new, fault tolerant, on-line electronic payment
system

In the off-line EPS all the transactions are untraceable, and this is the reason, that only
degradation integrity can be ensured. In the on-line EPS the payment protocol is supervised by a
Trusted third Party, so the ambiguous transactions are not enabled — preventive integrity. That’s
way, the on-line systems are spread more often as the off-line systems. In the existent EPS the main
problem is security, and fault tolerance is ignored. This is the reason, why in this chapter I’d like to
propose significant enhancements for EPS in sense of fault tolerance.

In the figure below I represent the general model of an on-line EPS, main parties, and
transactions between them. The main parties are: client, virtual shop, bank. The transactions are:

1. Accessing virtual shop 5. Money transfer
2. Ordering produscts 6. Transfer acknowledge
3. Transfer initialization 7. Purchase

4. Payment acknowledge
In the thesis I described all the security and fault tolerant measures proposed, for each transaction all
the possible defection scenarios, and treatments in each case.

Step 5:
Money transfer

Step 4:
Payment acknowledge Bank
Step 3: Step 6:
Transfer Transfer acknowledge
initialisation
Step 7:
Purchase
. v
Client
Step 1: Virtual
Accessing virtual shop shop

Step 2:
Ordering products

The arhitecture of the proposed on-line electronic payment system

After this, using Monte-Carlo method, I realized a simulation for the transactions success
rate in function of the loss rate between client-bank, respectively between virtual shop and bank. For
this, I defined terms: “success” and “not-success”, as follows:

Succes = (payment A purchase) \ (non-payment A non-purchase) (347)

Not-succes = (payment nnot-purchase) v (non-payment A purchase) (348)
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Analysing all the possible cases, I completed two tables (for success and for not-success) for
the whole system, and I wrote a simulation program for computing the success rate in non tolerant
case, respectively in fault tolerant case. The simulation results can be shown in the figures below.
We can observe the increasing of the success rate in case of the fault tolerant system against the
non fault tolerant case.

So, in this chapter, in order to obtain a secure and fault tolerant, on-line EPS, I analysed all
the transactions between parties, discovering the vulnerable points of the system in case of possible
malfunctions. Based on this analysis I proposed security and fault tolerant solutions (logging, atomic
transactions, restore points) to obtain a more reliable system. The proposed solutions were tested by
Monte-Carlo simulation, and finally we observed the increase of the transactions success rate in
fault tolerant case.

Own contributions :

1. Proposal and projecting of the fault tolerant EPS.
2. Analysis of all the malfunction scenarios, and proposal of the necessary security and fault
tolerant measures.
3. Monte-Carlo simulation to compute the success rate in case of non fault tolerant system and
for the fault tolerant case.
A possible enhancement for this on-line system could be the insertion of a “payment processor”, to
treat inter-banking requests, in case of a world wide payment system.

Success rate 05

Shop-Bank message
loss rate

Client-bank message loss rate

Transaction success rate in function of message loss rate.
Non fault-tolerant case.

Success rate o

Shop-bank
message loss
rate

Client-bank message loss
rate

Transaction success rate in function of message loss rate.
Fault-tolerant case.
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8. Final conclusions

The main goal in this thesis was finding new solution for increase the security and
correctness (fault tolerance) of distributed computer systems. To achive the proposed goal, I unified
different reseach direction in the thesis: coding theory, cryptography and electronic payment
systems. The theoretical results were applied in the experimental models projected and implemented
in the last chapters. Using error correcting codes in cryptography is an efficient method to improve
security and data integrity. A very important reseach direction is e-commerce. Because few existent
EPS are fault tolerant, the theoretically results can be applied in practice to improve the payment
systems in this sense. Fault tolerance can be obtained at two levels: low level (error correcting
codes) and high level (advanced fault tolerant techniques). In the thesis I used the first method to
improve off-line EPS, and the second method, to construct a fault tolerant on-line EPS.

The most important own contributions in the thesis are :

1. I proposed a new algorithm for the analysis of cyclic block codes, based on Discrete Fourier
Transform, and rank computing.

2. Iprojected and I built a new cryptosystem, named “modified McEliece cryptosystem”, based on
Reed-Solomon codes, with error correcting capabilities. This cryptosystem was used in
construction of the off-line EPS.

3. A new, performant mutual identification scheme, based on modified McEliece signature.

4. Proposal of a new off-line EPS based on one-spendable electronic coins with error correcting
capabilities. In this goal I defined all the parties and transactions existents in the system, and for
each protocol I proposed enhancements to achieve fault tolerance: identification, withdrawal,
payment and deposit. The security degree of the withdrawal protocol was computed using a
probability approach.

5. Proposal of a new, fault tolerance, on-line EPS. After the system specification, I analysed all the
transactions and all the possible malfunction scenarios, and for each one I proposed fault
tolerant solutions.

6. Iprojected and I implemented a simulation algorithm based on Monte-Carlo method, to evaluate
the success rate in the fault tolerant and non fault tolerant case, for the on-line EPS. The result
was an increased success rate in the fault tolerant case.

Possible future researches could be focused on two main directions: increasing security and
increasing fault tolerance. Using quantic cryptosystems, elliptic curve cryptogryphy, and error
correcting codes together with advanced fault tolerant techniques can improve significantly the
security and fault tolerance. The results in this thesis can confirme that, by unifying these directions,
it is possible to obtain fault tolerant, secure distributed systems.
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